VIEN HAN LAM CONG HOA XA HOI CHU NGHIA VIET NAM
KHOA HOC VA CONG NGHE VN Péc 1ap - Tu do - Hanh phiic
TRUNG TAM TIN HQC VA TiNH TOAN

Sé: 290 /THTT Ha Ngi, ngay29thang 7 nam 2021
Viv 16 hong bao mat méi anh huong dén
hé diéu hanh Windows 10 va Windows Server

Kinh gui: C&c don vi truc thudc
Vién Han ldm Khoa hoc va Céng nghé Viét Nam

Ngay 23/7/2021, Cuc An toan thong tin — B6 Thong tin va Truyén thong da
ban hanh Cong vin s6 984/CATTT-NCSC thong bo vé 16 hong bao mat méi anh
hudng dén hé diéu hanh Windows 10 va Windows Server. Theo d6, Microsoft da
cong bd thong tin vé 16 hong bao mat méi (CVE-2021-36934) anh hudng dén hé
diéu hanh Windows 10 phién ban 1809/1909/2004/21H1/20H2, Windows Server
2019/20H2 vao ngay 20/7/2021. L6 hong nay néu khai thac duoc s& cho phép dbi
tugng tn cong nang cao dic quyén trén hé thong muc tiéu, tir d6 co thé chiém
quyén diéu khién toan bo hé thng.

Theo danh gia so by cua Trung tam Giam sat an toan khong gian mang
Quéc gia (NCSC), hé diéu hanh Windows 10 va Windows Server duoc st dung
kha pho bién hién nay nén 15 hong bao mat ndy s& c6 anh huong twong ddi rong
va o thé tro thanh muc tiéu hudng dén cua cac dbi twong tan cong trong thoi gian
t6i. Dac biét tai thoi diém nay, 16 hong bao mat chua co ban va dong thoi lai co
ma khai thac cong khai trén Internet. Do vay, viéc khai thac 16 hé)ng trd nén dé
dang hon dan dén gia ting cac nguy co tin cong mang.

Thuc hién chi dao cia Lanh dao Vién Han 14m nham dam bao an toan cho
hé théng thong tin cua cac don vi truc thude va gop phan bao dam an toan cho
khong gian mang tai Vién Han l1am, Trung tdm Tin hoc va Tinh toan khuyén nghi
Quy don vi thuc hién mot sb giai phap sau:

1. Kiém tra, ra soat va xac dinh may st dung hé diéu hanh Windows c6 kha
nang bi anh huéng. Ngudi st dung c6 thé thuc hién bién phap khic phuc thay thé
dé giam thiéu nguy co tin cong theo hudng dan ctia Microsoft (chi tiét tham khdo
tai Phu luc kem theo).

2. Tang cudng giam sat va sin sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tan cong mang; déng tho1 thuong xuyén theo doi kénh canh bao
clia cac co quan chitc nang va cic to chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.
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Qua trinh thuc hién néu phat sinh vudng mic, dé nghi lién h¢ voi Phong
Dam bdo cong nghé thong tin - Trung tam Tin hoc va Tinh toan (dién thoai:
024.37914773, thu dién ti: sinhtv@cic.vast.vn) dé duge h tro.

Tran trong /. ™
Noi nhgn: KT. GIAM POC
- Nhu trén; PHO GIAM POC

=

- Vién Han 1am KHCNVN (dé b/c);
- PCT. Tran Tuin Anh (dé b/c);

- Giam dbc (dé blc);

- Luu: VT.

VA4
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PHU LUC
Thong tin vé 16 hong bao mat
(Kem theo Cong van so /THTT ngay /7/2021

cua Trung tam Tin hoc va Tinh toan)

1. Thong tin vé cac 15 hong
Mai 16 hong: CVE-2021-36934
CVSS: 7.8 (cao)

M6 ta: L6 hong bao mat ton tai do cac tai khoan ngudi dung thuong ¢ thé
truy cap vao cac tép hé thong (nhu cac tép SAM, Windows Registry). Khai thac
thanh cong 16 hong nay, cho phép dbi twong tan cong thuc thi mi tuy y voi dic

quyén cao hon trén hé thong muc tiéu.

San pham bi anh huéng: Cho dén thoi giiém nay theo cong bb cua
Microsoft xac nhéan rang 16 hong nay anh hudng dén hé diéu hanh Windows 10

phién ban 1809/1909/2004/21H1/20H2, Windows Server 2019/20H2.
2. Huéng din khic phuc

Hién tai, Microsoft chua c6 thong tin phat hanh ban va cho 16 héng nay,

thay vao d6 1a dua ra bién phap khic phuc thay thé dé giam thiéu nguy co.
2.1. Danh sich cac phién ban hé diéu hanh bi anh huéng

STT H¢é diéu hanh

Windows Server, version 20H2 (Server Core Installation)

Windows 10 Version 20H2 ARM64-based Systems

Windows 10 Version 20H2 for 32-bit System

Windows 10 Version 20H2 for x64-based Systems

Windows Server, version 2004 (Server Core Installation)

Windows 10 Version 2004 for x64-based Systems

Windows 10 Version 2004 for ARM64-based Systems

Windows 10 Version 2004 for 32-bit Systems

OO N OO B |W NP

Windows 10 Version 21H1 for 32-bit Systems

[EN
o

Windows 10 Version 21H1 for ARM64-based Systems

[EEN
[EEN

Windows 10 Version 21H1 for x64-based Systems

[EEN
N

Windows 10 Version 1909 for ARM64-based Systems

[EN
w

Windows 10 Version 1909 for x64-based Systems

[N
SN

Windows 10 Version 1909 for 32-bit Systems

[EEN
a1

Windows Server 2019 (Server Core installation)

[EEN
(op}

Windows Server 2019

[EN
\‘

Windows 10 Version 1809 for ARM64-based Systems

[EN
(0e]

Windows 10 Version 1809 for x64-based Systems

[EN
O

Windows 10 Version 1809 for 32-bit Systems




2.2. Huéng din cac buée khic phuc

- Buwéc 1: D6i véi cac may tinh sir dung hé diéu hanh trong danh sach tai
muc 2.1

+ Md Command Prompt hoic Windows PowerShell bang quyén Admin
+ Trén thanh Start > nhap cmd hoac powershel

- Command Prompt g ‘Windows PowerShell

App — App

Search the web Apgs

£ cmd - see web results » B Windows PowerShell ISE »

B Active Directory Module for
Windows PowerShell

& Windows PowerShell ISE (x86) >
B Windows PowerShell (86) *
Settings

I PowerShell Developer Settings >

=2 Replace Command Prompt with
Windows PowerShell in the Win + X

IF Allow local PowerShell scripts to run
without signing

Search the web

£ powers - ses web rasults >

05 ma | [P ]

+ Nhday phai chudt, chon Run as administrator > chon YES khi c6 bang
thong bao hi¢n ra

- Command Propnt g Windows PowerShell
- - App Ly Run as administrator
“ L3 Run as administrator — I < I
: Apps D] Open file location
search the web [l. Open file location
E¥ Windows Pc 19 Pin to Start >
ok v Pinto Start _
£ cmd - See webre Active Direc = Pin to tagkbar N
-3 Pin to taskbar Windows PowerShell
| 2 Windows PowerShell ISE (x86) >

+ Kiém tra mdy tinh c6 bi anh hudng 16 hong CVE-2021-36934, trén
Command Prompt hoac Windows PowerShell, st dung 1énh:

icacls C:\Windows\System32\config\sam

+ Néu hién thi BUILTIN\Users: (N(RX), may tinh bi anh huong boi 16
hong. Thuc hién tiép cac budc sau dé khic phuc 16 hong.

+ Ne‘u khong hién thi 11 nhu hinh dudi day, may tinh khong bi anh huong
va khong can thuc hién cac budc ti€p theo.
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+ Trén giao dién Command Prompt

& Administrator: Comenand Prompt O =

+ Trén giao dién Windows PowerShell

EN Administrator: Windows PowerShell .

successfully processed 1 files; Fai

Néu két qua nhan dugc gidng nhu thong tin theo anh & trén thi may tinh
dang bi anh huong boi 16 hong CVE-2021-36934, Quy don vi tién hanh khéc
phuc tam thoi theo hudng dan cac budec ti€p theo.

- Bwéce 2: Sir dung 1énh dé han ché quyén truy cdp vao thu muc
%windir%\system32\config

+ Trén giao dién Command Prompt st dung 1énh:

icacls %windir%)\system32\config\*.* /inheritance:e
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+ Trén giao dién Windows PowerShell st dung 1énh:

icacls $env:windir\system32\config\*.* /inheritance:e

N Adresstintsr Wndows Powecdel

- Buée 3: Kiém tra lai quyén thu muc nhu & Buée 1:

+ Trén giao dién Command Prompt

EY Command Prompt

1 files; Failed processing @ files

- Buwée 4: Xoa cac ban sao cua Volume Shadow Copy Service, System
Restore (néu co)

Luu z:: Viéc thuc hién xéoa Shadow C‘Opy cé thé anh hwong dén hoat dong khoi phuc,
bao gom kha nang khéi phuc dir liéu bang cac vwng dung sao luu cua bén thir ba.



7

+ Cach 1: Str dung 1énh trén Command Prompt
* Hién thi tat ca cdc ban sao leu Shadow Copy:

vssadmin list shadows /for=%systemdrive%

* Xod toan bo cac ban sao luu:

vssadmin delete shadows /for=%systemdrive% /Quiet

* Kiém tra lai cac ban sao luu da bi xoa hay chua:

vssadmin list shadows /for=%systemdrive%

+ Cach 2: Str dung giao dién

* Truy cap Settings > nhap vao 6 tim kiém System protect > Chon muc
Create a restore point

* Tai tab System Protection > Chon Configure > chon Delete tai Detele
all restore points for this drive trén ctra s6 pop-up maéi hién 1én



Computer Name  Hardwane .ﬁdram:cd obe

é Use syshem protection to undo urnwanted system changes

Syshers Resions

You can undo system changes by reverding

| | —

s System Protectson for Local Disk (C:) x

Restore Settings

Ey enabling syshem profection, you can undo undesired changes by
reserting your computer to 8 presious point in time.

Restore. | | ‘iumensymiemprolecton
y uher & rest it System i
your computer io a previcus te Jea ik =
Protection Seftings
Burailable Drives Protection Disk Space Lisage
i Local Disk iC) (System) On o can asdjust the masimum disk space used for system pratection. As
space fils up, oider restore poinks will be deleted to make room for new
DR,
ort Current Usage: 0 byles
G vasore povte: 1] o e
S ] g o)
- Max Usage: '

Cresie & restore poirt right now for the dewes that Craate

have sysiem protection fumed on % (BOd. 1B MEB)

Dedete all restore points for this driv
2! w—p

Q% Cancel Apeily

* Chon Continue dé hoan tat viéc x6a cac ban sao

System Protection X

| You will not be able to undo unwanted system changes on this
“ drive. Are you sure you want to continue?

This will delete all restore points on this drive. This might include older system image
backups.

l Continue 1| Cancel |

* Kiém tra cac ban sao luu da dugc xda: Tai tab System Protection > Chon
System Restore

Conputer Nare  Madware  Adverced  Systen Protecion  Fancte " System Restore

g

L Lise spstem profecion 1o unde unwerded systes changes

. o
v 4

Restore system files and settings

Serter Rastow
ST |
your conpter 1o & previoud m

Pranction Seiings t

* Tao ban sao luu moi (néu can): Tai tab System Protection > Chon Create

No restore ponts have been oeated 90 pour CoRQU'S Spaten
grve. To cwale & reniare pont open Jyrier rates et

> e vy

Systern Protection x
System Restore .
Create a restore point
You can undo system changes by reverting
YOUr COmpUter 10 3 previcus reetons poirt System Restone
Type a descrplion o help you identify the restore pont. The current date and
me are added automaticaly.
Protection Semngs
Avadable Orves Protection
S Local Duk (C) (System) On
Configues restors settings. marage dsk space Cardigure

and delete restore ports
Rave syster protection umed 1)

Nguén tham khéo:

- Cong vin s6 984/CATTT-NCSC ngay 23/7/2021 ciia Cuc An toan thong tin — Bé
Théng tin va Truyén thong;

- https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36934
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